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5 (54) [Title of the Invention] Method and Apparatus for 
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(21) Application Number: 8-003040 

(22) Filing Date: January 11, 1996 

(71) Applicant: KABUSHIKI KAISHA TOSHIBA 
10 (72) Inventor: Katsumi Fukuwaki 

(57) [Abstract] 

[Problem] To -ensure that a management device can manage 
information processing terminals over a network even if the 
15 information processing terminals have different 
architectures or software. 

[Means of Solving the Problem] A management device 13 
provides a program registration table 22 for storing, for 
each of execution conditions such as architectures adopted 

20 by the each of information processing terminals 12, 

information that specifies a management program executable 
under the execution condition, and further provides a 
management program file 17 for storing the management 
program. The management device 13 transmits the program 

25 registration table to each information processing terminal 
to cause the information processing terminal to specify an 
executable management program. The management device 13 
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then reads the management program specified by each 
information processing terminal from the management 
program file and transmits the management program to the 
corresponding information processing terminal to cause the 
5 information processing terminal to execute the management 
program. The management device 13 then monitors a state 
of each information processing terminal based on management 
information received from the information processing 
terminal as an execution result of the management program. 
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[Claims for the Patent] 
[Claim 1] 

A network management method for managing a plurality 
of information processing terminals connected to a network 
5 by a management device connected to the network, 

characterized by comprising in the management device: 

providing a program registration table for storing, 
for each of execution conditions such as architectures 
adopted by the information processing terminals, 
10 information that specifies a management program executable 
under the execution condition, and providing a management 
program file for storing the management program; 

transmitting the program registration table to each 
information processing terminal to cause the information 
15 processing terminal to specify an executable management 
program; 

reading the management program specified by each 
information processing terminal from the management 
program file and transmitting the management program to the 
20 corresponding information processing terminal to cause the 
information processing terminal to execute the management 
program; and 

monitoring a state of each information processing 
terminal based on management information received from the 
25 information processing terminal as an execution result of 
the management program. 
[Claim 2] 



A network management system in which a management 
device connected to a network manages a plurality of 
information processing terminals connected to the network, 
characterized in that 
5 the management device comprises: 

a program registration table for storing, for each of 
execution conditions such as architectures adopted by the 
information processing terminals, information that 
specifies a management program executable under the 
10 execution condition; 

a management program file for storing the management 
program; 

program registration table transmission means for 
transmitting the program registration table to each 
15 information processing terminal; 

program transmission means for reading from the 
management program file a management program specified in 
a program transmission request received from each 
information processing terminal and transmitting the 
20 management program to the program transmission requesting 
information processing terminal; and 

state monitoring means for monitoring a state of each 
information processing terminal based on management 
information received from the information processing 
25 terminal, and 

each information processing terminal comprises: 
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program request transmission means for transmitting 
a transmission request for a management program in the 
program registration table received from the management 
device to said management device, the requested management 
5 program matching an execution condition of the information 
processing terminal; and 

management program execution means for executing the 
management program received from the management device and 
returning an execution result as management information to 
10 the management device. 
[Claim 3] 

A network management system in which a management 
device connected to a network manages a plurality of 
information processing terminals connected to the network, 
15 characterized in that 

the management device comprises: 

a program registration table for storing, for each of 
execution conditions such as architectures adopted by the 
information processing terminals, information that 
20 specifies a program executable under the execution 
condition; 

a program file for storing the program; 
program registration table transmission means for 
transmitting the program registration table to each 
25 information processing . terminal; and 

* program transmission means for reading from the 
program file a program specified in a program transmission 



request received from each information processing terminal 
and transmitting the program to the program transmission 
requesting information processing terminal that requests 
program to be transmitted, and 
5 each information processing terminal comprises: 

program request transmission means for transmitting 
a transmission request for a program in the program 
registration table received from the management device, the 
requested management program matching an execution 
10 condition of the information processing terminal to the 
management device; and 

program execution means for executing the program 
received from the management device. 
[Detailed Description of the Invention] 
15 [0001] 

[Technical Field of the Invention] 

This invention relates to a network management method 
and network management system for managing the operations 
and states of a plurality of information processing 
20 terminals connected to a network. 
[0002] 
[Prior Art] 

As shown in Figure 5, the operations and states of a 
plurality of information processing terminals 2 connected 
25 to a transmission path 1 in LAN (Local Area Network) may 
be managed by a dedicated management device 3 also connected 
to the transmission path 1. 
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[0003] 

In a computer network system in this configuration, 
the management device 3 manages the states of the 
information processing terminals 2 with a protocol called 
5 SNMP (Simple Network Management Protocol: RFC1098) . 
[0004] 

Specifically, each information processing terminal 2 
has management information called MIB (Management 
Information Base) that is kept updated to a current value. 

10 When the management device 3 sends transmission requests 
for the management information to the information 
processing terminals 2, the information processing 
terminals 2 send the management information MIB to the 
management device 3 through the transmission path 1 . Thus, 

15 the management device 3 can manage the states in various 
aspects of the information processing terminals 2 based on 
the management information received over the network. 
[0005] 

[Problems to be Solved by the Invention] 
20 However, the network management using this SNMP 

approach still has issues that require improvements as 

indicated in (a) to (d) below. 

[0006] 

(a) The above mentioned management information MIB 
25 defined by the Simple Network Management Protocol SNMP 
includes only minimum management items for the information 
processing terminals 2, like a greatest common divisor. 



Therefore, for example, the management device 3 cannot 

obtain more detailed management information. 

[0007] 

Further, the values of the management information MIB 
5 are fixed for all information processing terminals 2. This 
prevents the management items from being dynamically 
changed or expanded, so that management information optimal 
for each information processing terminal 2 cannot be 
obtained. 
10 [0008] 

(b) Different kinds of information processing 
terminals 2 may be connected to the transmission path 1 of 
the network. Therefore, some information processing 
terminals 2 may not have the management information MIB 

15 defined by the SNMP. 
[0009] 

This case cannot be accommodated at all by the 
inflexible Simple Network Management Protocol SNMP. 

(c) To avoid this situation, each information 

20 processing terminal 2 newly added to the network may be 
provided with a program for having the management 
information MIB defined by the SNMP. However, this is not 
always possible due to various constraints on the 
information processing terminals 2. 

25 [0010] 

(d) Because this Simple Network Management Protocol 
SNMP is a protocol for managing the states of the 



information processing terminals 2, naturally it cannot be 
used for causing the information processing terminals 2 to 
execute various regular tasks instead of management tasks. 
[0011] 

5 The invention is made in consideration of these issues . 

Thus, an object of the invention is to provide a network 
management method and network management system in which 
required management programs are downloaded from a 
management device to respective information processing 

10 terminals, so that management information can be set as 
required for each information processing terminal, the 
management information can be changed or expanded without 
any modifications to software of the information processing 
terminals, and even an information processing terminal 

15 without a function of having the management information can 
be managed as required. Another object of the invention 
is to provide a network management system capable of causing 
the information processing terminals to execute regular 
programs and thereby capable of significantly expanding its 

20 application range. 
[0012] 

[Means for Solving the Problems] 

To solve the above issues, the invention according to 
claim 1 provides a network management method for managing 
25 a plurality of information processing terminals connected 
to a network by a management device connected to the network, 
the method comprising in the management device: providing 



a program registration table for storing, for each of 
execution conditions such as architectures adopted by the 
information processing terminals, information that 
specifies a management program executable under the 
5 execution condition, and providing a management program 
file for storing the management program; transmitting the 
program registration table to each information processing 
terminal to cause the information processing terminal to 
specify an executable management program; reading the 

10 management program specified by each information 

processing terminal from the management program file and 
transmitting the management program to the corresponding 
information processing terminal to cause the information 
processing terminal to execute the management program; and 

15 monitoring a state of each information processing terminal 
based on management information received from the 
information processing terminal as an execution result of 
the management program. 
[0013] 

20 The invention according to claim 2 provides a network 

management system in which a management device connected 
to a network manages a plurality of information processing, 
terminals connected to the network, wherein the management 
device comprises: a program registration table for storing, 

25 for each of execution conditions such as architectures 
adopted by the information processing terminals, 
information that specifies a management program executable 
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under the execution condition; a management program file 
for storing the management program; program registration 
table transmission means for transmitting the program 
registration table to each information processing 
5 terminal; program transmission means for reading from the 
management program file a management program specified in 
a program transmission request received from each 
information processing terminal and transmitting the 
management program to the program transmission requesting 
10 information processing terminal; and state monitoring 

means for monitoring a state of each information processing 
terminal based on management information received from the 
information processing terminal. 
[0014] 

15 Furthermore, each information processing terminal 

comprises: program request transmission means for 
transmitting a transmission request for a management 
program in the program registration table received from the 
management device to the management device, the requested 

20 management program matching an execution condition of the 
information processing terminal; and management program 
execution means for executing the management program 
received from the management device and returning an 
execution result as management information to the 

25 management device. 
[0015] 
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The invention according to claim 3 provides a network 
management system in which a management device connected 
to a network manages a plurality of information processing 
terminals connected to the network, wherein the management 
5 device comprises : a program registration table for storing, 
for each of execution conditions such as architectures 
adopted by the information processing terminals, 
information that specifies a program executable under the 
execution condition; a program file for storing the 

10 program; program registration table transmission means for 
transmitting the program registration table to each 
information processing terminal; and program transmission 
means for reading from the program file a program specified 
in a program transmission request received from each 

15 information processing terminal and transmitting the 

program to the program transmission requesting information 
processing terminal that requests program to be 
transmitted. 
[0016] 

20 Each information processing terminal comprises: 

program request transmission means for transmitting a 
transmission request for a program in the program 
registration table received from the management device, the 
requested management program matching an execution 

25 condition of the information processing terminal to the 
management device; and program execution means for 
executing the program received from the management device. 
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[0017] 

In the network management method and network 
management system in this configuration, the management 
device has a program registration table for storing, for 
5 each of execution conditions such as architectures adopted 
by the information processing terminals, information that 
specifies a management program executable under the 
execution condition. The management device also has a 
management program file for storing the management program. 
10 [0018] 

In managing the information processing terminals, the 
management device transmits the whole program registration 
table to all information processing terminals over the 
network using a technique such as broadcast. Each 

15 information processing terminal specifies a management 
program in the received program registration table 
corresponding to an execution condition under which the 
information processing terminal can execute a management 
program, and transmits a request for the specified 

20 management program to the management device. Then, the 
management program is downloaded from the management device 
to the information processing terminal. The downloaded 
management program is executed, and an execution result is 
transmitted as management information to the management 

25 device. 
[0019] 
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Thus, the information processing terminals do not need 
to store their own management programs in advance. 
Therefore, even an information processing terminal without 
the management program can be added to an established 
5 network in a simple manner. 
[0020] 

In another network management system according to the 
invention, the management device has a program registration 
table for storing, for each of execution conditions such 
10 as architectures adopted by the information processing 
terminals, information that specifies a program executable 
under the execution condition. The management device also 
has a management program file for storing the program. 
[0021] 

15 That is, the programs to be registered with the program 

registration table and the management program file may be 
arbitrarily changed. Therefore, besides the management 
programs, regular programs may be selected if needed, and 
downloaded from the management device to the information 

20 processing terminals to be executed by them. 
[0022] 

[Embodiments] 

Now, an embodiment of the invention will be described 
with reference to the drawings . Figure 1 is a block diagram 
25 showing a schematic configuration of a network management 
system that adopts a network management method of the 
embodiment . 



[0023] 

As shown, a plurality of information processing 
terminals 12 and a management device 13 are connected to 
a transmission path 11 of a network such as LAN. Each 
5 information processing terminal 12 adopts a separate 
architecture to perform separate processing. Therefore, 
application programs residing in each information 
processing terminal 12 are also different from those of 
other information processing terminals 12. 
10 [0024] 

The management device 13 monitors the states of the 
information processing terminals 12 connected to the 
network or collects management information of them 
regularly or at externally specified times. 
15 [0025] 

Figure 2 is a block diagram showing a schematic 
configuration of an exemplary management device 13 embodied 
in a computer for example. Connected to a system bus 14 
are a CPU 15 that performs various kinds of control, ROM 

20 16 that stores various kinds of fixed information such as 
application programs, a HDD interface (I/F) 18 that 
accesses a management program file 17 created in an area 
such as a HDD, a transmission interface (I/F) 19 that 
exchanges information with the information processing 

25 terminals 12 through the transmission path 14, a clock 
circuit 20, and RAM 21 that stores various kinds of variable 
data . 



[0026] 

The RAM 21 contains a program registration table 22 
and an accumulation file 23. For each of execution 
conditions based on the architectures, software, and so on 
5 adopted by the information processing terminals 12, the 
program registration table 22 stores a management program 
name, which is information specifying a management program 
executable under the condition, and further stores a memory 
location in the management program file 17 where the 
10 management program is stored. 
[0027] 

Thus, even the same architectures are defined as 
different conditions if they involve different software. 
Therefore, the number of the execution conditions (the 
15 number of the management programs) set in the program 

registration table 22 does not correspond to the number of 
the information processing terminals 12 connected to the 
transmission path 11. 
[0028] 

20 The accumulation file 23 stores management 

information received from the information processing 
terminals 12 accumulatively for each information 
processing terminal 12 in time series. The management file 
17 stores actual management programs corresponding to the 

25 management names registered with the program registration 
table 22. In this embodiment, the stored management 
programs are self -diagnostic programs as an example. 
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[0029] 

The CPU 15 performs management processing according 
to a flowchart shown in Figure 3 in response to an event, 
such as a regular timed-interrupt from the clock circuit 
5 20 or an external execution instruction. 
[0030] 

The flowchart begins in S (program step) 1 with reading 
the program registration table 22 in the RAM 21. The read 
program registration table 22 is then embedded in a 
10 broadcast format and sent to the transmission path 11 via 
the transmission I/F 19 (S2) . 
[0031] 

In S3, if the transmission I/F 19 receives a program 
transmission request that specifies a management program 

15 name from one of the information processing terminals 12 
that designates its management device 13, the management 
program stored in a memory location for the program name 
is read from the management program file 17 (S4) . The read 
management program is sent, through the transmission path 

20 11, to the information processing terminal 12 that has sent 
the program request (S5) . 
[0032] 

After the management program for the information 
processing terminal 12 is downloaded in S5, the process 
25 returns to S3, where reception of another program request 
from a next information processing terminal 12 is waited 
for. Once the program request is received from the next 
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information processing terminal 12, transmission of a 
management program for the information processing terminal 
12 is initiated. 
[0033] 

5 If the management programs are sent to all information 

processing terminals 12 in S6, reception of management 
information from one of the information processing 
terminals 12 is waited for in S7 . If the management 
information is received from the information processing 
10 terminal 12 in SI, the management information is written 
to an area in the accumulation file 23 allocated for the 
information processing terminal 12 in time series (S8) . 
[0034] 

If the management information is received from all 
15 information processing terminals 12 and written to the 
accumulation file (S9), this management processing 
sequence terminates. Each information processing 
terminal 12 performs processing shown in Figure 4 while 
performing regular processing assigned to it according to 
20 its application programs. 
[0035] 

The information processing terminal 12 receives the 
program registration table 22 broadcasted by the management 
device 13 through the transmission path 11 in Ql, and 
25 temporarily stores it in memory (Q2) . Then, it is checked 
whether the program registration table 22 includes an 
execution condition that matches the execution condition 



determined by the architecture or software of the 
information processing terminal 12 (Q3) . If a matching 
execution condition is detected, a program transmission 
request that specifies a management program name 
5 corresponding to the execution condition is sent to the 
management device 13 through the transmission path 11 (Q4) . 
[0036] 

If the management program executable by the 
information processing terminal 12 is received from the 

10 management device 13 in Q5, it is temporarily stored in 
program memory (Q6) . The management programs in the 
management program file 17 are downloaded from the 
management device 13 to the information processing 
terminals 12 by standard data transfer protocols, such as 

15 ftp, rep, or NFS, provided in the information processing 
- terminals 12. 
[0037] 

Then, the management program now stored in the program 
memory of the information processing terminal 12 is 
20 executed (Q7) . The execution result is sent as the 

management information to the management device 13 through 

the transmission path 11 (Q8) . 

[0038] 

In Q3, if the received program registration table 22 
25 does not include an execution condition that matches the 
execution condition determined by the architecture or 
software of the information processing terminal 12, the 
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process proceeds to Q9 f where it is checked whether the 
information processing terminal 12 stores its own self- 
diagnostic program. If it stores its own self-diagnostic 
program, it executes the self-diagnostic program (Q10) . 
5 Then, the self-diagnosis result is sent as the management 
information to the management device 13 through the 
transmission path 11 (Qll) . 
[0039] 

If the information processing terminal 12 does not 
10 store its own self-diagnostic program as well in Q9, it 
sends a response to inform that the diagnosis is impossible 
as the management information to the management device 13. 
In the network management method and the network management 
system in this configuration, the management program file 
15 17 in the management device 13 stores the management 

programs for respective execution conditions based on the 
architectures and software operable in the information 
processing terminals 12 included in the network. 
[0040] 

20 Further, the program management table 22 in the 

management device 13 stores the management program names 
of the management programs for respective conditions, and 
the memory locations in the management program file 17 where 
the management programs are stored. 

25 [0041] 

The management device 13 broadcasts the program 
management table 22 to each information processing terminal 
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12 through the transmission path 11 and causes the 
information processing terminal 12 to specify a management 
program corresponding to an execution condition under which 
the information processing device 12 can execute a 
5 management program. Then, the management device 13 sends 
the management program specified by each information 
processing terminal 12 to the information processing 
terminal 12. 
[0042] 

10 Therefore, the information processing terminals 12 do 

not need to store the management program in advance. As 
a result, even an information processing terminal 12 
without the management program can be added to an 
established network in a simple manner. 

15 [0043] 

Further, even if the information processing terminals 
12 adopt different architectures and software, the 
management device 13 can ensure that the management 
information is collected from all information processing 
20 terminals 12. 
[0044] 

Further, changing the content of the management 
programs stored in the management program file 17 enables 
arbitrarily changing the settings regarding what 
25 management items are collected as the management 

information from the information processing terminals 12, 
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and how many management items are set in the management 

information. 

[0045] 

Thus, comparing to the conventional SNMP approach, 
5 more detailed management information on a particular 
information processing terminal 12 can be obtained if 
needed. It is noted that the invention is not limited to 
the above described embodiment. In the embodiment, the 
programs that are set in the management program file 17 and 
10 in the program registration table 22 of the management 
device 13 are management programs, such as self-diagnostic 
programs, for managing the operation states of the 
information processing terminals 12. 
[0046] 

15 The programs are not limited to the management programs 

but may be application programs required for regular 
processing that can be performed by the information 
processing terminals 12. 
[0047] 

20 In that case, the information processing terminals 12 

do not need to send to the management device 13 the execution 
results of the application programs received from the 
management device 13. The management device 13 also does 
not need to collect the execution results of the programs 

25 executed by the information processing terminals 12. 
[0048] 
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Thus, by arbitrarily changing the programs to be 
registered with the program registration table 22 and the 
management program file 17, regular programs may be 
selected if needed, besides the management programs, and 
5 downloaded from the management device 13 to the information 
processing terminals 12 to be executed by them. This will 
significantly expand the range of processing performed by 
the management device 13 for the information processing 
terminals 12 . 

10 [0049] 

[Advantages of the Invention] 

As described above, the network management method and 
network management system of the invention allows required 
management programs to be downloaded from a management 

15 device to respective information processing terminals. 
Therefore, management information can be set as required 
for each information processing terminal, and the 
management information can be changed or expanded without 
any modifications to software of the information processing 

20 terminals. Further, even an information processing 
terminal without a function of having the management 
information can be managed as required. 
[0050] 

In addition, the management device may cause the 
25 information processing terminals to download and execute 
regular programs. This significantly expands the 



- 23 - 



application range of the management device 13 beyond 
management tasks. 

[Brief Description of the Drawings] 
[Figure 1] 

5 Figure 1 is a block diagram showing a schematic 

configuration of a network management system that adopts 
a network management method according to the embodiment. 
[Figure 2] 

Figure 2 is a block diagram showing a schematic 
10 configuration of a management device in the network 
management system. 
[Figure 3] 

Figure 4 is a flowchart showing operations by the 
management device . 
15 [Figure 4] 

Figure 3 is a flowchart showing operations by 
information processing terminals in the network management 
system. 
[Figure 5] 

20 Figure 5 is a block diagram showing a schematic 

configuration of a network management system that adopts 

a conventional SNMP approach. 
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